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What is Cybersecurity? 
2

 Computer security, cybersecurity or information 
technology security (IT security) is the protection of 
computer systems and networks from the theft of or 
damage to their hardware, software, or electronic data, 
as well as from the disruption or misdirection of the 
services they provide (Wikipedia), i.e.:

 Protection from cybercrime of

 data (from theft or manipulation)

 services (from disruption or misuse)

 This protection can be on a personal, organisational or 
government level 



States of Data
3

 Data at rest

 Rest refers to data stored in memory or on a permanent 

storage device such as a hard drive, solid-state drive or 

USB drive

 Data in process

 Processing refers to data that is being used to perform an 

operation such as updating a database record

 Data in transit

 Transmission refers to data traveling between information 

systems, e.g. data transfer over a network via TCP/IP



How to provide Protection?
4

 Awareness, training and education are the measures put in place by an 
organisation to ensure that users are knowledgeable about potential security 
threats and the actions they can take to protect information systems

 Technology refers to the software and hardware-based solutions designed to 
protect information systems such as firewalls, which continuously monitor your 
network in search of possible malicious incidents

 Policy and procedure refers to the administrative controls that provide a 
foundation for how an organization implements information assurance, such as 
incident response plans and best practice guidelines



Defense in Depth
5

 Defense in Depth (DiD) is an approach to cybersecurity in 

which a series of defensive mechanisms are layered in 

order to protect assets

 If one mechanism fails, another one steps up immediately 

to thwart an attack



European Union Agency for 

Cybersecurity (ENISA)
6

 ENISA is the Union's agency dedicated to achieving a high 
common level of cybersecurity across Europe

 https://www.enisa.europa.eu/ 

 ENISA threat landscape report: 
https://www.enisa.europa.eu/topics/cyber-threats/threat-
landscape 

 ENISA has also issued a 2024 report providing policy makers 
at EU level with an evidence-based overview of the state of 
play of the cybersecurity landscape and capabilities at the EU, 
national and societal levels, as well as with policy 
recommendations to address identified shortcomings and 
increase the level of cybersecurity across the Union current 
threat landscape (see also Canvas)

https://www.enisa.europa.eu/
https://www.enisa.europa.eu/topics/cyber-threats/threat-landscape
https://www.enisa.europa.eu/topics/cyber-threats/threat-landscape


The big Picture – RFC2828
7

 RFC2828, Internet Security Glossary

 https://tools.ietf.org/html/rfc2828

https://tools.ietf.org/html/rfc2828


What is a Threat Agent/Actor?
8

 The term threat agent or threat actor is used to indicate an 
individual, thing or a group that can manifest a threat

 In computer security, a threat is a potential negative action or event 
facilitated by a vulnerability that results in an unwanted impact to a 
computer system or application

 Threat actors include:

 Non-target specific, e.g. computer viruses, worms, trojans and logic 
bombs.

 Employees, e.g. disgruntled staff or contractors

 Organized crime and criminals

 Corporations, e.g. partners or competitors

 Human, unintentional (including accidents and carelessness)

 Human, intentional

 Natural, e.g. flood, fire, lightning, meteor, earthquakes



Hackers
9

 Threat actors that break into computer systems or networks to 
gain access:

 White hat hackers break into networks or computer systems to identify 
any weaknesses so that the security of a system or network can be 
improved. These break-ins are done with prior permission and any 
results are reported back to the owner

 Black hat hackers take advantage of any vulnerability for illegal 
personal, financial or political gain

 Gray hat hackers may set out to find vulnerabilities in a system 
without prior permission of the owner. When they uncover weaknesses, 
they do not exploit them, rather they report them, but they may 
demand payment in return

 Unskilled hackers are called script kiddies; they use scripts or 
programs developed by others, primarily for malicious purposes



Hacktivists
10

 Hacktivists make political statements to create 
awareness about issues that are important to them

 In 2022, a significant increase in hacktivist activity 
has been observed, especially since the start of 
Russia-Ukraine conflict

 Target organisations through DDoS attacks, 
defacements and data leaks

 Some of the major Hacktivist groups include 
Anonymous,  TeamOneFirst, GhostSec, Against the 
West, NB65, KILLNET, XakNet, and The Red Bandits



Timeline of selected Hacktivist Events 

2022
11



Cyber Criminals
12

 Cyber criminals are usually highly sophisticated and 

organised

 Main interest in attacks that usually lead to ransomware 

deployment, coin mining, stealing cryptocurrency, or 

stealing credentials

 They may even provide cybercrime as a service to other 

criminals, aka hacker-for hire within the 'Access-as-a-

Service' (AaaS) market



State Sponsored Threat Actors
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 State-sponsored attackers gather intelligence or commit 
sabotage on behalf of their government

 They are usually highly trained and well-funded

 Their attacks are focused on specific goals that are 
beneficial to their government

 Mostly involved in destructive or disruptive operations

 Example: Since the start of the Russia-Ukraine conflict, 
widespread use of wiper malware attacks to destroy 
and disrupt networks of governmental agencies and 
critical infrastructure entities have been observed



Cyber Warfare
14

 Cyberwarfare is the use of technology to penetrate 
and attack another nation’s computer systems and 
networks to cause damage or disrupt critical 
services

 The main reason for resorting to cyberwarfare is to 
gain advantage over adversaries

 Industrial and military espionage e.g. steal defence 
secrets and gather information about technology

 Impact infrastructure e.g. power grid

 Example Stuxnet



Some Case Studies15



Background: Industrial Control Systems 

(ICS)
16

 An ICS is an electronic control system 
and associated instrumentation used 
for industrial process control

 Control systems can range in size 
from a few modular panel-mounted 
controllers to large interconnected 
and interactive distributed control 
systems (DCSs) with many thousands 
of field connections

 Control systems receive data from 
remote sensors measuring process 
variables (PVs), compare the 
collected data with desired setpoints 
(SPs), and derive command functions 
that are used to control a process 
through the final control elements 
(FCEs), such as control valves



Cyberattacks on ICS
17

 Traditionally relatively “niche”, but potentially high-impact 
attacks on critical infrastructure

 Power generation

 Chemical plants

 Steel mills

 Transport systems

 Oil pipelines

 A summary of some recent high-profile attacks can be 
found here:

 https://www.makeuseof.com/cyberattacks-on-industry-
hackers/  

https://www.makeuseof.com/cyberattacks-on-industry-hackers/
https://www.makeuseof.com/cyberattacks-on-industry-hackers/


Attacking Critical Infrastructure (Water 

Supply)

 https://edition.cnn.com/2021/02/08/us/oldsmar-florida-hack-water-
poison/index.html?utm_source=twCNN&utm_term=link&utm_medium=social&utm_content=20
21-02-09T02%3A55%3A27 

https://edition.cnn.com/2021/02/08/us/oldsmar-florida-hack-water-poison/index.html?utm_source=twCNN&utm_term=link&utm_medium=social&utm_content=2021-02-09T02%3A55%3A27
https://edition.cnn.com/2021/02/08/us/oldsmar-florida-hack-water-poison/index.html?utm_source=twCNN&utm_term=link&utm_medium=social&utm_content=2021-02-09T02%3A55%3A27
https://edition.cnn.com/2021/02/08/us/oldsmar-florida-hack-water-poison/index.html?utm_source=twCNN&utm_term=link&utm_medium=social&utm_content=2021-02-09T02%3A55%3A27


Cyberattacks on Industrial 

Infrastructure
19

 https://www.tr
endmicro.com/
vinfo/fr/securit
y/news/cyber-
attacks/germa
n-steel-plant-
suffers-
significant-
damage-from-
targeted-
attack 

https://www.trendmicro.com/vinfo/fr/security/news/cyber-attacks/german-steel-plant-suffers-significant-damage-from-targeted-attack
https://www.trendmicro.com/vinfo/fr/security/news/cyber-attacks/german-steel-plant-suffers-significant-damage-from-targeted-attack
https://www.trendmicro.com/vinfo/fr/security/news/cyber-attacks/german-steel-plant-suffers-significant-damage-from-targeted-attack
https://www.trendmicro.com/vinfo/fr/security/news/cyber-attacks/german-steel-plant-suffers-significant-damage-from-targeted-attack
https://www.trendmicro.com/vinfo/fr/security/news/cyber-attacks/german-steel-plant-suffers-significant-damage-from-targeted-attack
https://www.trendmicro.com/vinfo/fr/security/news/cyber-attacks/german-steel-plant-suffers-significant-damage-from-targeted-attack
https://www.trendmicro.com/vinfo/fr/security/news/cyber-attacks/german-steel-plant-suffers-significant-damage-from-targeted-attack
https://www.trendmicro.com/vinfo/fr/security/news/cyber-attacks/german-steel-plant-suffers-significant-damage-from-targeted-attack
https://www.trendmicro.com/vinfo/fr/security/news/cyber-attacks/german-steel-plant-suffers-significant-damage-from-targeted-attack
https://www.trendmicro.com/vinfo/fr/security/news/cyber-attacks/german-steel-plant-suffers-significant-damage-from-targeted-attack
https://www.trendmicro.com/vinfo/fr/security/news/cyber-attacks/german-steel-plant-suffers-significant-damage-from-targeted-attack
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Attacking Critical Infrastructure (Energy 

Systems) - Synchroscope

 In an electrical grid, power generators and distribution networks 
must be synced with regard to AC power frequency and phase

 Connecting two unsynchronized AC power systems together is likely 
to cause high currents to flow, which will severely damage any 
equipment



The AURORA Cyberattack

 Experiment conducted by U.S. Department of Energy’s 

Idaho laboratory

 A hacker gained remote access to a Diesel generator’s 

control system, see Video,

 rapidly open and close a diesel generator’s 

circuit breakers, causing it to become out of 

sync with the transmission network 

 thereby subjecting the engine to abnormal 

torques and ultimately causing it to explode

◼ high electrical torque translates 

to stress on the mechanical shaft

of the rotating equipment

https://www.youtube.com/watch?v=fJyWngDco3g


Example Stuxnet
22

 Stuxnet was a powerful computer worm designed by 

U.S. and Israeli intelligence around 2009 designed to 

disable a key part of the Iranian nuclear program

 It targeted the “air-gapped” nuclear facility at Natanz

 Stuxnet was designed to destroy the centrifuges Iran 

was using to enrich 

uranium as part of its 

nuclear program 



Stuxnet
23



Stuxnet Anatomy
24



Cyberattacks on Connected Cars
25

 https://www.darkreading.com/attacks-breaches/cybercriminals-take-aim-at-connected-car-
infrastructure 

 DEF CON 27: Car Hacking Deconstructed: https://www.youtube.com/watch?v=gzav1K5KSI4 

https://www.darkreading.com/attacks-breaches/cybercriminals-take-aim-at-connected-car-infrastructure
https://www.darkreading.com/attacks-breaches/cybercriminals-take-aim-at-connected-car-infrastructure
https://www.youtube.com/watch?v=gzav1K5KSI4


Cyberattacks on Medical Devices

 Many medical devices are connected to the Internet, or have a wireless interface

 This allows remote attacks, see for example

 https://www.youtube.com/watch?v=THpcAd2nWJ8   



What is a Vulnerability?
27

 A weakness which can be exploited by a threat actor/agent (an 
attacker) to cross privilege boundaries (i.e. perform unauthorised 
actions) within a computer system (Wikipedia)

 A flaw or weakness in a system's design, implementation, or 
operation and management that could be exploited to violate the 
system's security policy (RFC2828)

 A weakness in the computational logic (e.g., code) found in 
software and some hardware components (e.g., firmware) that, 
when exploited, results in a negative impact to confidentiality, 
integrity, OR availability (https://cve.mitre.org/)

 Vulnerabilities can be researched, reverse-engineered, hunted, or 
exploited using automated tools or customized scripts

 An exploitable vulnerability is one for which at least one working 
attack or exploit exists

https://cve.mitre.org/


Hardware Vulnerabilities
28

 Hardware vulnerabilities are usually the result of hardware 
design flaws

 Example DRAM:

 DRAM memory requires one capacitor per bit (a capacitor is a 
component which can hold an electrical charge) 

 Modern DRAM chips have a very high memory capacity (4 – 32 
gigabits) resulting in those capacitors being positioned installed very 
close to one another

 However, it was discovered that due to their close proximity, changes 
applied to one of these capacitors could influence neighbouring 
capacitors

 Based on this design flaw, an exploit called Rowhammer was created

 By repeatedly accessing (hammering) a row of memory, the 
Rowhammer exploit triggers electrical interferences that eventually 
corrupt the data stored inside the RAM



Software Vulnerabilities
29

 Software vulnerabilities are usually introduced by errors in 
the operating system or application code

 Bug: An error that can be rooted to the source code, e.g.

 Incorrect implementation of a security protocol

 Buffer Overflow: When a program writes more data to a buffer 
than it can hold, potentially leading to arbitrary code execution
◼ Example TLS Heartbleed (will be covered later and in an assignment)

 Flaw: An error at a much deeper level, particularly in the 
design, and likely in the code level, which may be very 
difficult and costly to correct; e.g.

 Lack of security features, i.e. data encryption, to protect sensitive 
application data from unauthorised access



Example: Apple’s ‘goto fail;’ Bug in TLS 1.0 and 

TLS 1.1 (2014)
30

 Affected iOS and Mac OS X operation systems 

 This vulnerability allowed attacks on TLS connections 



The Common Vulnerabilities and 

Exposures (CVE) Database
31

 CVE (https://cve.mitre.org/) is a central repository of all 

the reported security vulnerabilities associated with a 

specific software system

 Each CVE entry has a unique identifier which is commonly 

used by many commercial vulnerability management 

systems to refer to a specific software vulnerability, e.g.,

  Heartbleed, CVE-2014-0160

 “goto fail;”, CVE-2014-1266

 CVE ID Syntax: CVE prefix + Year + Arbitrary Digits

https://cve.mitre.org/


The Common Weakness Enumeration 

(CWE) Database
32

 CVE is complemented by CWE (https://cwe.mitre.org/)

 It provides a formal list of software weakness types that 
serve as a common language for describing software 
security weaknesses in architecture, design, or code, for 
example:

  Unrestricted upload of files

 Improper input validation

 Out-of-bound writes (in arrays)

 CWE describes a generic vulnerability, while CVE has to 
do with the specific instance within a product or system not 
the underlying flaw

https://cwe.mitre.org/


Exploit (Wikipedia)
33

 An exploit is a piece of software, data, or a sequence of 
commands that takes advantage of a vulnerability to cause 
unintended or unanticipated behaviour to occur on computer 
software or hardware

 Such behaviour frequently includes things like gaining control of a 
computer system, allowing privilege escalation, or a denial-of-
service attack

 A remote exploit works over a network and exploits the security 
vulnerability without any prior access to the vulnerable system

 A local exploit requires prior access to the vulnerable system and 
usually increases the privileges of the person running the exploit 
past those granted by the system administrator

 A zero-day exploit takes advantage of a vulnerability in 
software, hardware, or firmware that is unknown to the vendor and 
for which no patch or fix is available



Heartbleed Exploit Extract (Python 

Code)
34

 https://gist.github.com/eelsivart/10174134 

https://gist.github.com/eelsivart/10174134


Attack Surface and Attack Vector
35

 An organisation’s attack surface is the sum of all its attack 

vectors, i.e., vulnerabilities, pathways and methods, that 

hackers can use to gain unauthorised access to a network or 

sensitive data, or to carry out a cyberattack

 The smaller the attack surface, the easier it is to protect the 

system (obviously)

 We distinguish between the 

 digital attack surface, 

 physical attack surface (e.g. malicious insiders or device theft),

 social engineering attack surface (e.g. phishing)



The Digital Attack Surface
36

 This includes:

 Weak passwords, i.e., passwords that are easy to guess 

or easy to crack via brute-force attacks

 Misconfiguration, e.g., improperly configured network 

ports or wireless access points

 Software, operating system and firmware 

vulnerabilities

 Outdated or obsolete devices, data, or applications



Social Engineering (Recall CT255)
37

 Social engineering is the manipulation of people into 
performing certain actions or revealing confidential 
information

 That information might be a password, credit card 
information, personally identifiable information, 
confidential data, or anything that can be used for 
fraudulent acts like identity theft

 There are different types of social engineering attacks:

 Pretexting

 Phishing

 Smishing

 Vishing

 Tailgating



Pretexting
38

 This is when an attacker calls an individual and lies 

to them in an attempt to gain access to privileged 

data

 Example:



Phishing
39

 Phishing involves sending malicious emails from supposed 
trusted sources to as many people as possible, assuming a 
low response rate (shotgun method)

 In spear phishing the perpetrator 
is disguised as a trusted individual 
(boss, friend, spouse)

 Whaling uses deceptive email 
messages targeting high-level 
decision makers within an organisation, 
such as CEOs and other executives, 
who have access to highly valuable 
information



Smishing
40

 Smishing is phishing by SMS or text messaging

 This can be a trusty avenue for pretexting attackers 

to connect with victims since texting is a more 

intimate form of communication



Vishing
41

 It is the voice counterpart to phishing, e.g.

 An email message asks the user to make a telephone call

 Victims receive an unsolicited call

 Fraudsters might spoof, or fake caller IDs or use AI 
generated deepfakes to convince victims they are a trusted 
source and, ultimately, get victims to share valuable 
information over the phone

 Many different variations, see for example

 https://www.youtube.com/watch?v=PWVN3Rq4gzw   

 https://www.youtube.com/watch?v=lc7scxvKQOo  

https://www.youtube.com/watch?v=PWVN3Rq4gzw
https://www.youtube.com/watch?v=lc7scxvKQOo


Tailgating
42

 This is when 

 an attacker quickly follows an authorized person into a 

secure, physical location

 fraudsters pose in real-life as someone else to gain 

access to restricted or 

confidential areas where 

they can get their hands on 

valuable information



Quid Pro Quo
43

 “Get something for doing something” (latin: quid pro 

quo)

 This is when an attacker requests personal information 

from a person in exchange for something, like a free 

gift



SEO Poisoning
44

 Search engine optimisation (SEO) is about improving an 
organisation’s website visibility in search engine results

 Search engines such as Google present a list of web 
pages to users based on their search query. These web 
pages are ranked according to the relevancy of their 
content.

 SEO poisoning is a technique used by threat actors to 
increase the prominence of their malicious websites, 
making them look more authentic to consumers

 The most common goal of SEO poisoning is to increase 
traffic to malicious sites that may host malware or 
attempt social engineering



Typosquatting
45

 Typosquatting targets users who might open their

 browser and input a website address that has an 

inadvertent typo or click on a link with a misspelled URL

 § To exploit these minor user errors, attackers register 

domain names similar to legitimate ones



Attack (RFC2828, Internet Security 

Glossary) 
46

 An attack is an assault on system security that derives from an 

intelligent threat, i.e. a deliberate attempt

 An "active attack" attempts to alter system resources or affect their 

operation (e.g., a ransomware attack on a file server)

 A "passive attack“ attempts to learn or make use of information 

from the system, but does not affect system resources (e.g., 

eavesdropping on an unprotected network connection)



Common Attack Types
47

 Malware

 E.g., in a ransomware attack, an adversary encrypts a victim’s data and 
offers to provide a decryption key in exchange for a payment

 Denial-of-Service (DoS)

 A malicious, targeted attack that floods a network with false requests in 
order to disrupt business operations

 Phishing 

 A type of cyberattack that uses email, SMS, phone, social media, and 
social engineering techniques to entice a victim to share sensitive 
information

 Spoofing 

 A technique through which a cybercriminal disguises themselves as a 
known or trusted source

 Code injection attacks 

 An attacker injecting malicious code into a vulnerable computer or 
network to change its course of action (e.g. XSS and SQL injection)



Countermeasures (RFC2828, Internet 

Security Glossary) 
48

 An action, device, procedure, or technique that

 … reduces a threat, a vulnerability, or an attack 

 … by eliminating or preventing it, 

 … by minimising the harm it can cause, or 

 … by discovering and reporting it so that corrective 

action can be taken

 For example, a firewall filters unsolicited network 

traffic



Threat Consequences
49

 Threat consequences (as a result from an attack) include

 disclosure of information

 deception,

 disruption of services

 usurpation, e.g. unauthorized control of some part of a 

system



Vulnerability Testing
50

 Vulnerability testing is a process of evaluating and 

identifying security weaknesses in a computer system, 

network, or software application

 It involves systematically scanning, probing, and 

analyzing systems and applications to uncover potential 

vulnerabilities, such as coding errors, configuration 

flaws, or outdated software components

 The main goal of vulnerability testing is to discover and 

address these security gaps before they can be 

exploited by attackers



Vulnerability Testing
51

 Network-based scanning: Used to scan networks for open ports, misconfigurations, and 
other security weaknesses

 Web application scanning: Identify vulnerabilities in web applications, such as SQL 
injection, cross-site scripting (XSS), and broken authentication

 Static application security testing (SAST): Analyse source code or compiled code to 
identify potential security vulnerabilities without executing the application

 Dynamic application security testing (DAST): Interact with running applications to 
identify security weaknesses during runtime

 Fuzz testing: Generate and send malformed or unexpected inputs to applications to 
identify vulnerabilities related to input validation and error handling

 Database vulnerability assessment: Scan the database management systems for any 
potential security weaknesses, misconfigurations, or other vulnerabilities that could be 
exploited

 Configuration management and compliance assessment: Assess system and 
application configurations against established security best practices or compliance 
standards

 Container and cloud security assessment: Focus on identifying vulnerabilities and 
misconfigurations in cloud-based environments and containerized applications



Vulnerability Testing Steps
52



Example Nessus: An automatic Network 

Vulnerability Scanner
53



Outlook Assignment 1
54

 In assignment 1 you will be doing a manual (non-
automated) vulnerability analysis of a VM target, using 
Metasploit, focusing on a small number of exploits

 Metasploit is a

 widely-used open-source framework for developing, testing, and 
executing exploits against target systems

 powerful tool for penetration testing, enabling security 
professionals to identify and exploit vulnerabilities in networks, 
systems, and applications

 This assignment will reinforce your understanding of 
pentesting tools, vulnerabilities and exploits



Vulnerability Scanning versus 

Penetration Testing
55

 Both are essential components of a comprehensive 
cybersecurity strategy, but they serve different purposes 
and involve different methodologies

 The primary goal of vulnerability scanning is to identify 
known vulnerabilities in systems, applications, and networks; it 
provides an automated way to check for security weaknesses

 The primary goal of penetration testing is to simulate real-
world attacks to assess the security posture of a system, 
application, or network, thereby determining the impact and 
the effectiveness of existing security measures

◼ Pentesters use a combination of automated tools and manual 
techniques (e.g. social engineering) to find and exploit 
vulnerabilities by mimicing the actions of real attackers



Vulnerability Disclosure Options
56

 Tell no one (No disclosure)

 Report in full to public immediately (Full disclosure)

 Report to vendor only and potentially receive bug bounty!

 Report to vendor, wait for fix, report to public (Responsible 
disclosure)

 Sell vulnerability to middleman and don’t report to vendor

 Develop fully weaponized malware and distribute on black 
market
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