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Background and Lecture 
Overview

 Security is only as good as its weakest link, and 

in many organisations this link is the human 

factor

 In today’s lecture we’ll study different 

authentication methodologies, including  

passwords, and their inherent weaknesses
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Learning Outcomes

 You’ll be able to:

◼ Distinguish between different authentication 

methods, their strengths and weaknesses

◼ Explore strategies to predict user passwords 
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What is a Password?

 A memorized secret used to confirm the identity of a user

◼ Typically an arbitrary string of characters including letters, 

digits, or other symbols

◼ A purely numeric secret is called a personal identification 

number (PIN)

 The secret is memorized by a party called the claimant

while the party verifying the identity of the claimant is 

called the verifier

 Claimant and verifier communicate via an authentication 
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Some Password Alternatives

 One-time password (OTP)

◼ Transaction authentication number (TAN) list used for online 

banking – they can only be used once

 Time-synchronized one-time passwords

 Biometric methods

◼ fingerprints, irises, voice, face

 Cognitive passwords 

◼ Use question and answer cue/response pairs to verify identity
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Examples for TAN Lists
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Algorithmic Generation of 
OTP

 Paper-based TANs are hard to manage

 On the other hand both claimant and verifier need to 

have a copy of every OTP (possibly hundreds of them)

 Idea: Each new OTP may be created from the past 

OTPs used 

 An example of this type of algorithm, credited to 

Leslie Lamport, uses a one-way function (hash 

function)
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One-Way Functions

 A one-way function H produces a fixed-size output h based 
on a variable size input s
◼ H(s) = h

◼ H is also called a hash function, h is called a hash (value)

◼ Example: 
H(“KenSentMe!”) = “7b24afc8bc80e548d66c4e7ff72171c5”

 Important: One way property:
For a given hash code h it is infeasible to find s that H(s) 
= h



Leslie Lamport’s Algorithm

 For every claimant a random seed (starting value) s is 

chosen

 A hash function H(s) is applied repeatedly (for example, 

1000 times) to the seed, giving a value of: 

H(H(H( .... H(s) ....))) 

 This value, also called H1000(s), is stored by the verifier

 The claimant keeps the seed s
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Leslie Lamport’s Algorithm

 The user's first login uses an OTP p derived by 

applying H 999 times to the seed, i.e. H999(s)) 

 The verifier can authenticate that this is the correct 

OTP, because H(p) = H1000(s), the value stored

 The value stored is then replaced by p and the user 

is allowed to log in
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Leslie Lamport’s Algorithm

 The next login must be accompanied by H998(s)

 Again, this can be validated because hashing gives 

H999(s) which is p, the value stored after the previous 

login 

 The new value replaces p and the user is authenticated

 This process can be repeated another 997 times, each 

time the password will be H applied one fewer times
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Time-synchronised OTP

 Each user has a unique piece of hardware called 

a security token that generates an OTP (e.g. 

mobile phone or gadget with LCD)

 Inside the token is an accurate clock that has 

been synchronized with the clock of the verifier

 Both claimant token and verifier server 

calculate identical OPTs that are based on time
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Time-synchronised OTP
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Problem here: An accurate 
Token Clock
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Some new Biometric Methods

 Hand geometry

Measurement and comparison of the (unique) different physical characteristics of 

the hand

 Palm vein authentication

Uses an infrared beam to penetrate the users hand as it is waved over the system; 

the veins within the palm of the user are returned as black lines

 Retina scan

Provides an analysis of the capillary blood vessels located in the back of the eye

 Iris scan

Provides an analysis of the rings, furrows and freckles in the colored ring that 

surrounds the pupil of the eye 

 Face recognition, signature and voice analysis
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NYT Article (18/01/20) about 
Start-Up Company Clearview AI 
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Reclaim your Face

 https://reclaimyourface.eu/

 https://reclaimyourface.eu/how-to-reclaim-your-

face-from-clearview-ai/
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The Pitfalls of Biometrics

 https://www.youtube.com/watch?v=ZPG3XQh

ZVII

 Please watch!
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Behavioural Biometrics  
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Multi-Factor Authentication

 This may include a combination of the following:

◼ Some physical object in the possession of the user, e.g. a USB 

stick with a secret token, a bank card, a key, etc.

◼ Some secret known to the user, such as a password, PIN, TAN, 

etc.

◼ Some physical characteristic of the user (biometrics), such as a 

fingerprint, eye iris, voice, typing speed, pattern in key press 

intervals, etc.

◼ Somewhere you are, such as connection to a specific computing 

network or utilizing a GPS signal to identify the location
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Most common passwords according to 
Internet Security Company SplashData
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How to enforce strong 
Passwords?

 Minimum length (>8 characters)

 Capital and small letters mixed

 Letters, digits, and other symbols mixed

 Don’t reuse old passwords

 Is all the above sufficient to create strong 

passwords?
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Example for new Password 
Validation
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The Guardian Headline

CT255 - Introduction to Cybersecurity

Human Security - Passwords

Page 25



maga2020! Who would use this 
Password?

 While this story is disputed by the US government, it shows the 

pitfalls of using readily available information for personal 

passwords

 BTW after the news broke, the apparent victim switched to two-

factor authentication to access their Twitter account ;-)

◼ Of course only until the person got banned from using Twitter :-)

 https://www.theguardian.com/us-news/2020/oct/22/trump-twitter-

hacked-dutch-researcher-password
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The Human Factor

 In 2013 a Google research project concluded that

◼ most people of use “readily available” information to 

generate passwords

◼ subsequently some educated guesses often allow to 

reveal them

 So what is readily available information?
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Readily available Information

1. Pet names

2. A notable date, such as a wedding anniversary

3. A family member’s birthday

4. Your child’s name

5. Another family member’s name

6. Your birthplace

7. A favourite holiday

8. Something related to your favourite sports team

9. The name of a significant other
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Public Sources to retrieve such 
Information
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In-Class Activity: Your 
Personal Password Score

 Consider:

◼ all unique passwords you currently use

◼ your personal social media footprint; analyse your own 

posts for any “readily available” information that you 

incorporated into one of your current passwords

 Consider 

◼ direct and indirect information

◼ password fragments 
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In-Class Activity: Your 
Personal Password Score

 Direct information

◼ E.g. your dog’s name, e.g. password “Carly”

 Indirect information

◼ E.g. a member of your favourite soccer team, for 

example password “Klopp” if you are a Liverpool FC fan

◼ In your social media posts consider both text and images

 Password fragments

◼ E.g. “!Klopp4ever” would qualify
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In-Class Activity: Your 
Personal Password Score

1. Estimate the total number of your passwords or password 

fragments that can be recovered via

◼ direct information

◼ indirect information 

retrieved from your social media footprint

Note that each password should only count once, i.e. it can be either

recovered or not 

2. Divide both numbers by the total number of unique passwords that 

you use at the moment, and multiply the values with 100 (to get a 

percentage)
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Example

 Scanning my social media posts revealed that: 

◼ 2 password can be (fully or partially) revealed via direct information, as they contain 

the names of my pet rabbits mentioned in some of my posts: Leo and Enda

◼ 4 password can be (fully or partially) revealed via indirect information (see Facebook 

post), i.e. they contain  (former) LFC players Alisson, van Dijk, Gomez and Firmino

 I use a total of 10 different passwords at the moment, therefore

◼ (2/10) * 100 = 20% 

◼ (4/10) * 100 = 40%

 In summary

◼ 20% of my passwords are linked to direct information

◼ 40% of my passwords are linked to indirect information

◼ Therefore, my personal password score is 60%, i.e.  More than half my passwords 

are linked to publically available information 
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In-Class Activity: Your 
Personal Password Score

 Please calculate / estimate your personal 

password score (0% - 100%)
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Scary Statistics about the 
Password Reuse Problem*

 A Google survey found that at least 65% of people reuse passwords 

across multiple sites

 Another recent survey found that 91% of respondents claim to 

understand the risks of reusing passwords across multiple accounts, 

but 59% admitted to doing it anyway

 The average person reuses each password as many as 14 times

 72% of individuals reuse passwords in their personal life

*Source: https://securityboulevard.com/2020/04/8-scary-statistics-

about-the-password-reuse-problem/
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