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ICMP – Internet Control and Messaging Protocol
IGMP – Internet Group Management Protocol – used for multicast addressing
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For example, a UDP client can create a socket and send a datagram to a given server 
and then immediately send another datagram on the same socket to a different 
server; similarly, UDP server can receive multiple datagrams from different sources 
on the same single UDP socket
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Source and destination ports identify the local endpoints for the connection; each host may decide for itself how to allocate 
the its own ports starting at 1024; a port number plus its host IP form a 48 bits unique TSAP
Sequence Number is associated with every byte that is sent. It is used for a number of different purposes: it is used to re-
arrange the data at the receiving end, before passing it to the application; it is used to detect duplicate data and 
Acknowledgement number fields specifies the next byte expected
TCP header length tells how many 32-bit words are contained in the TCP header; this is required because the Options field 
is of variable length; technically it indicates the start of data within the segment, measured in 32 bits words.
URG flag is set to 1 if urgent pointer is in use; the urgent pointer is used to indicate a byte offset from the current sequence 
number at which urgent data is to be found; this facilitates interrupt messages without getting the TCP itself involved in 
carrying such message types
ACK flag is set to 1 to indicate that the acknowledgement number is valid; if set to 0, then the packet doesn’t contain an 
acknowledgement, so the appropriate field is ignored (the Acknowledgement number field is ignored)
PSH flag indicates pushed data, so the receiver is requested to deliver the received data to the application upon arrival, 
without buffering it to form a full buffer has been received
RST flag is used to restart a connection that has become confused due to a host crash or any other reasons; it is also used to 
reject an invalid segment or refuse an attempt to open a connection
SYN flag is used to establish connections; the connection requests have SYN = 1 and ACK = 0 to indicate that the 
piggyback acknowledgement field is not in use; the connection response does bear an acknowledgment, so it has SYN = 1 
and ACK = 1; In essence SYN bit is used to denote a CONNECTION REQUEST and a CONNECTION ACCEPTED with 
ACK field used to distinguish between those two possibilities
Flow control in TCP is done using variable size sliding window; the Window size field tells how many bytes may be sent 
starting at the byte acknowledged; a window size field with value 0 is legal and means that bytes up to (Acknowledgement 
number -1) have been received, and no more accepted; to resume receiving data, the receiver releases another segment with 
a window size different than 0 and same acknowledge number
Checksum is provided for extreme reliability. It checksums the header, the data and the conceptual pseudo-header shown 
on the next slide; when performing the computation, the data field is padded with an additional zero byte if its length is an
odd number; the checksum is simply the sum in 1’s complement; as consequence, when the receiver performs the 
calculation on the entire segment, including the checksum field, the result should be 0
Options field was designated to provide extra facilities not covered by the regular header; the most important one is the one 
that allows each host to specify the maximum TCP payload is willing to accept; all Internet hosts are required to accept at 
least 536 +20 TCP segments
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[1] the server must be prepared to accept an incoming connection; this is normally done by 
calling socket, bind and listen and it is called passive open
[2] the client, after the creation of a new socket, issues an active open by calling connect. 
This causes the client TCP to send a SYN segment (which stands for synchronize) to tell the 
server the client’s initial sequence number for the data that the client will send on the 
connection; normally there is no data sent with SYN: it just contains an IP header, a TCP 
header and possible TCP options
[3] the server must acknowledge the client’s SYN and the server must also send its own 
SYN containing the initial sequence number for the data that the server will send on the 
connection. The server sends SYN and the ACK of the client’s SYN in a single segment
[4]the client must acknowledge the server’s SYN

The initial sequence number on a connection is not 0 (to avoid confusion when a host 
crashes). A clock-based scheme is used, with a clock tick every 4 us. For additional safety, 
when a host crashes, it may not reboot for the maximum packet life time (120s) to make 
sure that no packets from previous connections are still roaming around the Internet, 
somewhere.
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[1] one application calls close first, and we say that this end performs the active close. This 
end’s TCP sends a FIN segment, which means it is finished sending data
[1] one application calls close first, and we say that this end performs the active close. This 
end’s TCP sends a FIN segment, which means it is finished sending data
[3] sometime latter, the application that received the end-of-file will close the socket; this 
will cause its TCP to send a FIN packet
[4] the TCP on the system that receives the final FIN (the end that did the active close) 
acknowledges the FIN
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The steps involved in establishing and releasing connections can be described/modeled 
using a Finite State Machine model. TCP can be represented as a FSM with 11 states.
Each connection starts in a CLOSED state. It leaves that state when it does either a passive 
open (LISTEN) or an active open (CONNECT). If the other side does the opposite one, a 
connection is established, and the state becomes ESTABLISHED. Connection release can 
be initiated by either side. When it is complete, the state returns to CLOSED
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TCP connection management finite state machine.  The heavy solid line is the normal path 
for a client.  The heavy dashed line is the normal path for a server.  The light lines are 
unusual events.  Each transition is labeled by the event causing it and the action resulting 
from it, separated by a slash.
The event can either be a user-initiated system call (CONNECT, LISTEN, SEND or 
CLOSE), a segment arrival (SYN, FYN, ACK or RST) or in one case a timeout. The action 
is the sending of a control segment (SYN, FIN or RST) or nothing, indicated by “-”
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