
1



2



3



4



5



6



7

IP packet is transferred in big endian : from left to right, with the high order bit of the version control going 
first. All 8086 based machines are little endian, so whenever sending or receiving, a conversion is required
•Versioning (keeps track of the versioning control). Currently we can have IPV4 (0100) or IPV6 (0110)
•Header Length – how long the header is in 32 bit-words; the minimum value is 5, which applies when no 
option is present; maximum value is 15 giving a maximum of 60 bytes for the header, when options are present 
(thus options field is limited to 40 bytes)
•Type of service – defines how the datagram should be handled; it includes bits that define priority of the 
datagram; it also include bits that define the type of service the sender desires, such as level of throughput, 
reliability and delay; most of the times, this filed is completely ignored by routers
•Total length – includes everything in the datagram, both header and data; the maximum length is 65,535 bytes; 
at this stage, this limit is OK, but with future gigabit networks, larger datagrams may be needed
•Identification – is needed to allow the destination host to determine which datagram a newly arrived fragment 
belongs to. All the fragments of the datagram contains the identification field.
•DF – bit specifying Don’t Fragment; this is helpful for systems that can’t put back together the fragments of a 
datagram
•MF – stands for More Fragments; all fragments except the last one have this bit set. It is needed to know when 
the fragments of a datagram have arrived
•Fragment offset – tells where in the current datagram the current fragments belongs. All fragments, except the 
last one have to be multiple of 8 bytes (elementary fragment unit); since 13 bits are provided, there are a 
number of 8192 fragments per datagram, giving a maximum datagram length of 65536 bytes
•Time to live – is a counter used to limit the packets life times; it is suppose to count time in seconds, allowing 
a maximum life time of 255 seconds, but in practice it counts only hops. When it hits 0, the packet is discarded 
and a warning packet is sent back to the host; this feature prevents datagrams from going around forever.
•Protocol – tells which transport process to give it to…in other words is specifies the transport layer protocol 
(TCP, UDP, etc…)
•Header checksum – verifies only the header; the algorithm is to add up all 16 bit half words as they arrive, 
using one’s complement arithmetic and then take one’s complement result; the header checksum must be 
computed at each hope, since there are values in the header that modifies (i.e. hops count)
•Options – was designed to allow designers and implementers of network protocols an escape mechanism; this 
option value allows for subsequent version of the protocols to include information not present in the original 
specs; the options are variable length, each of them beginning with one byte identifying the option.
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Security – i.e., a military router might use this field not to route through certain 
countries; in practice, all of the routers ignore it, so it can be used to spy easily on 
interesting stuff …
Strict source routing – gives the complete path from source to destination, as a list 
of IP address (sequence). The datagram is forced to follow that exact route; useful 
when routing tables are corrupted or for timing measures.
Loose source routing – requires the packet to traverse the list of routers specified, 
and in the specified order; it allows a pass through other routers on the way; this is 
useful when avoiding or force passing through certain countries (economical or 
political reasons)
Record route – tells the routers along the way to append their address to the option 
list. This allows tracking down of bugs in routing algorithms. At first, ARPANET 
was having at most 9 routers…so 40 bytes was plenty…but now this is too short.
Time stamp – same with the Record route option, but beside the IP address, the 
routers have to record also a 32 bit time stamp value; this option is mostly for 
debugging routing algorithms.
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Three LANs
One Token Ring
G – gateway
R – router
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Outside the network, the subnetting is not visible, so allocating a new subnet 
doesn’t require contacting any official organization (that assigns IP addresses) nor 
changing any external databases
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Destination unreachable – is used when the subnet or a router can’t locate the 
destination or when a packet with DF bit set can’t be delivered because a “small 
packet” network stands in the way
Time exceeded – is sent when a packet is dropped because its counter reached zero; 
this event is a symptom that packets are looping, there is an enormous congestion 
or the timer values were set to low
Parameter problem – indicates that an illegal value has been detected in a header 
field; this message indicates a bug in the sender’s IP software or possible in the 
transited routers
Source quench – message formerly used to slow down stations that were sending 
too many packets; it is not used anymore, because when congestion occurs, those 
packets tend to throw more fuel into the fire; congestion control is done now in the 
transport layer
Redirect – is used when a router notices that a packets seem to be routed wrong. It 
is used by the router to tell the sending host about the probable error
Echo and Echo reply – are used to see if a given destination is reachable and alive; 
upon receiving the echo message, the receiving station is suppose to answer with 
the echo reply message
Timestamp request and Timestamp reply – are similar with echo messages, except 
that the arrival time of the message and the departure time of the reply are recoded 
in the reply; it is used me measure network performance
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Every router maintains a table listing IP addresses and respective hardware 
addresses (e.g. MAC addresses) of devices that exist on the network. This table is 
called an ARP cache and is referenced by the router when it is looking up a 
hardware address of a device for which it knows the IP address and needs to 
forward a datagram to it. If no hardware address is found in the ARP cache then an 
ARP broadcast is sent on to the adjacent  media (ARP only applies to the 
connecting wire). This broadcast is read by every station including the destination 
station. The destination station sends back an ARP reply with its hardware address 
so that the IP datagram can now be forwarded to it by the router.
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Version - is always 6 for IPv6 or 4 for IPv4; routers will be able to examine this field and process 
the packet accordingly
Traffic class – is used to distinguish between packets with different real time delivery requirements
Flow label – experimental field, used to allow a source and a destination to setup a pseudo-
connection with particular properties and requirements; i.e. a stream of packets on a certain source 
host to a certain destination host may have stringent delay requirements, thus need reserved 
bandwidth. The flow can be setup in advance and given an identifier. When a packet with a non zero
flow label gets to a router, the router will lookup his tables to determine what kind of special 
treatment it requires. In effect, the flow label is an attempt to have it both ways: the flexibility of a 
datagram subnet and the guarantees of a virtual circuit subnet. Many flows could be active at the 
same time between two given IP addresses. 
Payload length – how many bytes follow the 40byte header of the packet. The 40 bytes header is 
not counted anymore in the length of the packet.
Next header – there can be optional (extra) headers for the given packet. This field tells which (if 
any) of the currently supported six extension headers follow this header; if this header is the last IP 
header, the next header field tells which transport protocol handler (TCP, UDP, etc..) to pass the 
packet to
Hop limit – used to keep packets from living forever; it is practically the same time to live field as 
in IPv4 header
Source and Destination address – each 16 bytes. There is a new notation:
8000:0000:0000:0000:0123:4567:89AB:CDEF – eight groups of four hexadecimal digits, with 
colons between the groups
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They are optional, if exist, they should appear after the fixed 8 bytes header, 
preferably in the listed order
Hop by hop options - it is used to carry information that all the headers along the 
path must examine. One option has been defined so far: support for datagrams that 
exceeds 64K; when used, the payload length field in the main header is set to zero
Destination options - intended for fields that may be interpreted only at the 
destination host
Routing header – lists one or more routers that must be visited prior to reaching 
the destination
Fragmentation – deals with fragmentation, similarly with IPv4; this header holds 
the datagram identifier, fragment number and a bit telling whether more fragments 
will follow; in IPv6 only the source host can fragment the packet (unlike IPv4)
Authentication – header that provides a mechanism so the receiving station is sure 
of who sent the packet (who is the source)
Encrypted security payload – header that makes possible to encrypt the content of 
a packet so that only the intended recipient can read it; these headers use 
cryptographic techniques to accomplish their mission
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Next header – byte that shows what kind of header is next 
Header length – how long the hop-by-hop header is in bytes, excluding the first 8 
bytes that are mandatory
Type – for this case is code 194 showing that this option defines the datagram size
Length – one byte representing the length of the option, saying that the option 
value is represented on 4 bytes. It is followed by 4 bytes containing the option 
value; sizes less than 65536 bytes are not permitted and the routers will issue an 
error message if happens. 
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